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Finished example for a fictional credit union. Keep a printed copy and an offline copy with every person on the contact tree: during a disaster the file share holding this plan may be down.
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Purpose and scope
This plan says how Summit Credit Union restores its IT services after an outage that the normal incident process cannot fix within the recovery time objective. It covers the core banking system, member channels, payments and internal services at the Denver head office and 9 branches. Building evacuation and staff safety are covered by the Emergency Response Plan.
Recovery objectives
Recovery tiers
Every system is assigned a tier. The tier sets how quickly it must be running again (RTO, recovery time objective) and how much data may be lost (RPO, recovery point objective).
Table 1. Recovery tiers
	Tier
	RTO
	RPO
	Recovery method

	Tier 1
	2 hours
	15 minutes
	Hot standby at recovery site, continuous replication

	Tier 2
	8 hours
	1 hour
	Warm standby, hourly snapshots

	Tier 3
	48 hours
	24 hours
	Restore from nightly backup to standby hosts

	Tier 4
	7 days
	24 hours
	Rebuild from backup when Tiers 1–3 are stable


System inventory
	System
	Tier
	Depends on
	Owner

	Core banking (Symitar)
	Tier 1
	Database cluster, network
	A. Ruiz

	Online and mobile banking
	Tier 1
	Core banking, identity
	B. Chen

	Card and ATM processing
	Tier 1
	Core banking, processor link
	B. Chen

	ACH and wire payments
	Tier 2
	Core banking, Fed link
	D. Moss

	Email and Teams
	Tier 2
	Microsoft 365
	S. Patel

	Loan origination
	Tier 3
	Core banking
	D. Moss

	HR and payroll
	Tier 3
	SaaS vendor
	S. Patel

	Intranet and file shares
	Tier 4
	File servers
	S. Patel


Roles and contacts
Recovery team
	Role
	Name
	Responsibilities

	DR coordinator
	Karen Voss
	Declares the disaster, runs the bridge call, reports to executives

	Infrastructure lead
	Alex Ruiz
	Network, servers, storage and failover

	Applications lead
	Bea Chen
	Core banking and member channels

	Communications lead
	Maya Ortiz
	Members, staff, regulators, press


Emergency contact tree
The person who finds the outage calls the DR coordinator. Each person then calls the people below them. If someone cannot be reached in 10 minutes, skip to their backup and keep going.
	Level
	Calls
	Phone
	Backup

	1
	Karen Voss, DR coordinator
	(303) 555-0142
	Tom Hale, CIO (303) 555-0108

	2
	Alex Ruiz, Bea Chen, Maya Ortiz
	(303) 555-0150 / 0151 / 0163
	Duty engineer (303) 555-0199

	3
	Network vendor, core banking vendor
	Contract support lines
	Account managers

	3
	Branch managers (9)
	Branch phone list, appendix A
	Regional manager


Declaring a disaster
The DR coordinator (or the CIO if unreachable) declares a disaster when any of these is true:
1. A Tier 1 system is down and will not be fixed within 1 hour
1. The primary data room is inaccessible or unsafe
1. Data corruption or ransomware is confirmed on production systems
1. A vendor confirms an outage of a Tier 1 dependency longer than 2 hours
	Declared by
	Click or tap to enter text.

	Date and time declared
	Click or tap to enter a date.

	Trigger
	Select a trigger


Recovery procedures
Failover
Tier 1: core banking and member channels
1. Open the bridge call and start the incident log (time, action, person).
1. Confirm replication lag at the recovery site is under 15 minutes.
1. Fence the primary database so it cannot accept writes.
1. Promote the standby database cluster in Salt Lake City.
1. Switch DNS for online banking and the card processor link to the recovery site (TTL is 60 seconds).
1. Run the Tier 1 smoke test: log in, balance inquiry, transfer, card authorization.
1. Tell the communications lead the time services were restored.
Tier 2 and Tier 3
1. Restore the latest snapshot or nightly backup to the standby hosts.
1. Reconnect ACH and wire links; confirm with the Federal Reserve before releasing files.
1. Check the last transaction posted against the RPO and record any gap.
1. Have each system owner sign off the system as working.
Failback
Return to the primary site only after it has been stable for 24 hours, in a planned window outside business hours. Reverse the replication, repeat the smoke test and keep the recovery site on standby for 7 days.
Testing and maintenance
Table 2. Test schedule
	Test
	Frequency
	Next date
	Result

	Contact tree call-out
	Quarterly
	January 15, 2027
	Passed

	Backup restore (one Tier 3 system)
	Quarterly
	January 22, 2027
	Passed

	Tabletop exercise
	Twice a year
	March 10, 2027
	Passed with issues

	Full Tier 1 failover
	Yearly
	May 16, 2027
	Not run


Regulators  Keep test results for examiners. NCUA and FFIEC guidance expect annual testing of business continuity plans and board review of the results.
Approval
This plan is approved for use and will be reviewed within 12 months or after any major system change.
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